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Abstract

In the context of rapid digitalization of social relations, legal systems, including criminal justice, are
undergoing significant structural and functional transformation. In recent years, many countries have demonstrated a
shift from the traditional paper-based form of criminal proceedings to electronic formats. In this regard, the emergence
of the “electronic criminal case” institution has become one of the key elements of the new digital paradigm of criminal
procedure. The purpose of this study is to analyze the legal nature of the electronic criminal case institution in the
context of the digital transformation of criminal proceedings and to determine its role within the criminal justice
system. The research employs dialectical, system-structural, comparative legal, and analytical methods.

The study identifies the main legal characteristics of electronic criminal proceedings and highlights their
differences from the traditional form of criminal procedure. Particular attention is paid to the formation of electronic
procedural documents, the legal status of digital evidence, and the specific features of procedural actions carried out
through information systems. The findings indicate that the electronic criminal case is gradually emerging as an
independent institutional element of modern criminal procedure.

The scientific novelty of the study lies in the theoretical substantiation of the legal nature of the “electronic
criminal case” institution within the framework of the digital transformation of criminal procedure, as well as in the
development of proposals aimed at improving the criminal procedural legislation of the Republic of Kazakhstan based
on international experience. The results of the study have both theoretical and practical significance for further
development of digital criminal justice and improvement of legal regulation of electronic criminal proceedings.

Keywords: criminal procedure, digitalization, electronic criminal case, digital evidence, personal data
protection, information security, international experience.

Introduction.

The rapid digitalization of social relations in the contemporary period has a significant
impact on all sectors of the public administration system, including law enforcement and judicial
institutions. In the Republic of Kazakhstan, digital transformation has been identified as one of the
priority directions of state policy. This direction is being implemented within the framework of
the state program “Digital Kazakhstan”, which aims to increase the efficiency of public
administration, develop information systems, and expand the accessibility of public services [1].
The importance of digitalization has also been emphasized in the Addresses of the President of the
Republic of Kazakhstan Kassym-Jomart Tokayev to the people of Kazakhstan, where the
widespread introduction of digital technologies has been identified as a strategic task for
improving the effectiveness of state institutions [2]. These processes also directly affect law
enforcement and judicial systems, contributing to the enhancement of efficiency, transparency,
and accessibility of criminal justice proceedings.

In the Republic of Kazakhstan, one of the important institutional stages in the digitalization
of criminal procedure is associated with the introduction of the Unified Register of Pre-Trial
Investigations (URPTI) system [3]. This information system has formed a centralized mechanism
for registering information on criminal offenses, recording procedural actions, and maintaining
criminal case materials in electronic form. In accordance with the Criminal Procedure Code of the
Republic of Kazakhstan, the registration of statements and reports on criminal offenses, as well as
the initiation of pre-trial investigations, is carried out within the URPTI system (CPC of the
Republic of Kazakhstan, Article 179) [4]. By ensuring that procedural information is recorded in
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a unified database, this system is aimed at strengthening mechanisms for ensuring legality in
criminal proceedings and exercising prosecutorial supervision.

As a result of the introduction of the URPTI system, some elements of criminal
proceedings-namely procedural documents, records of investigative actions, evidentiary materials,
and procedural decisions-began to be generated and processed in the digital environment. This, in
turn, indicates the gradual transition from the traditional model of criminal proceedings based on
paper document circulation to an electronic procedural format based on information systems. In
the works of Maria Angela Biasiotti, such changes are considered as an institutional manifestation
of the digital transformation of criminal procedure. They are evaluated as one of the important
factors underlying the formation of the institution of the electronic criminal case [5].

However, it should be noted that a significant proportion of scholarly research devoted to
the digitalization of criminal procedure is primarily focused on technical or organizational aspects.
Consequently, there are grounds to argue that the legal nature of the “electronic criminal case”
institution, its institutional status within criminal proceedings, and its relationship with the system
of digital evidence have not yet been systematically studied in legal scholarship to a sufficient
extent. In this regard, the question of whether an electronic criminal case should be considered
merely as a digital version of traditional criminal case materials, or whether it constitutes an
independent legal institution formed as a result of the digital transformation of criminal procedure,
requires scientific analysis.

At present, the legal nature of the institution of the electronic criminal case cannot be
considered fully and uniformly defined either in scientific doctrine or within the system of
normative legal regulation. In contemporary legal literature, a unified theoretical concept
regarding the essence and content of the electronic criminal case has not yet been established. In
particular, scholarly debates revolve around whether the electronic criminal case should be
regarded solely as a digital form of traditional criminal case materials or whether it represents an
independent legal phenomenon consisting of procedural data generated and managed within
information systems.

In addition, the legal regulation of electronic criminal proceedings demonstrates that some
important issues remain insufficiently regulated. In particular, the legal status of case materials
generated in electronic form, their evidentiary value, as well as issues related to ensuring the
integrity of data stored in information systems, the protection of personal data, and compliance
with information security requirements require further clarification within the framework of legal
regulation [6]. This situation indicates the need for further development of the theoretical
foundations of the electronic criminal case institution and for its clearer definition within the
system of criminal procedural legislation.

At present, in several countries around the world, including Estonia, Germany, Singapore,
and Georgia, electronic case management systems have become an important element of the
institutional infrastructure of criminal proceedings. In international legal literature, the
digitalization of criminal procedure is often examined through the concept of electronic justice (e-
justice). In the works of Fabri and Contini, it is demonstrated that information and communication
technologies have a significant impact on the organizational structure of the judicial system and
on procedural management mechanisms. The authors emphasize that the introduction of digital
technologies not only increases the efficiency of judicial activities but also leads to the
transformation of legal institutions.

The experience of these states shows that the digitalization of criminal proceedings is not
limited solely to the introduction of information technologies; rather, it requires a comprehensive
transformation of the organizational and legal models of criminal justice. These processes are
characterized by the formation of electronic justice systems, the management of procedural
information in digital formats, and the introduction of new mechanisms of legal regulation. From
this perspective, the digital transformation of criminal proceedings is considered an important
direction of institutional change that influences the content and structure of legal institutions [7-
8].
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In this regard, the purpose of this study is to analyze the legal nature of the institution of
the “electronic criminal case” under conditions of the digitalization of criminal proceedings and
to determine its institutional and procedural characteristics. The study examines the transformation
of criminal procedure in the context of digitalization, the legal nature of electronic case
management, the legal status of digital evidence, and relevant international experience.

The object of the research is the electronic criminal case management system emerging
under conditions of the digitalization of criminal proceedings. The subject of the research includes
the legal nature of the institution of the electronic criminal case, its institutional role within
criminal proceedings, the legal status of digital evidence, and the specific features of procedural
activities carried out through information systems.

Materials and methods of research

During the study, sources at several levels were used. The first group included normative
legal acts of the Republic of Kazakhstan, namely the Criminal Procedure Code of the Republic of
Kazakhstan [4. -115], the Law of the Republic of Kazakhstan “On Personal Data and Their
Protection” [9], as well as regulatory acts governing the maintenance of the Unified Register of
Pre-Trial Investigations. The second group consisted of international scientific literature and legal
studies devoted to issues of digital evidence, digital justice, and electronic proceedings. In
particular, international studies concerning the development of digital criminal procedure were
analyzed [5. —56], [6. — 22], [10].

During the research, a set of several interrelated methods widely used in legal science was
applied. In particular, the dialectical method made it possible to analyze the evolution of legal
institutions and their interrelations under conditions of the digitalization of criminal proceedings.
The formal-legal method was used for the systematic analysis of the norms of criminal procedural
legislation and for determining their substantive content. The comparative legal method made it
possible to compare legal models of the institution of electronic criminal proceedings in different
countries; in this context, the experience of electronic justice systems in Estonia, Germany,
Singapore, and Georgia was examined.

In addition, methods of legal modeling, legal interpretation, scientific abstraction, legal
synthesis, systematization of legal norms, and comparison of scholarly viewpoints were employed.
The application of these methods made it possible to identify the structural and functional features
of the institution of the electronic criminal case, to assess its institutional role within criminal
proceedings, and to substantiate its theoretical and legal model from a scientific perspective.

Results and its discussion

The conducted study demonstrates that the digitalization of criminal proceedings has led
to the emergence of new institutional structures within the legal system. One of these is the
institution of the electronic criminal case. The research findings prove that this institution is not
merely an element of technical modernization, but rather a new legal phenomenon that changes
the structure and functional logic of criminal procedure. From this perspective, the institution of
the electronic criminal case may be considered a new organizational and legal model of criminal
proceedings based on digital infrastructure. This model is based on a system of interconnected
institutional, procedural, and technological elements that ensure the generation, storage, and
processing of procedural information in electronic form.

The analysis of scientific literature shows that two main scholarly approaches have been
formed regarding the legal nature of the electronic criminal case. According to the first approach,
the electronic criminal case is regarded as a digital version of traditional criminal case materials.
In accordance with this position, the electronic format merely changes the technical method of
document circulation and does not significantly affect the legal substance of criminal proceedings
[11], [12]. Such an approach is often associated with digital reforms aimed primarily at increasing
administrative efficiency.

At the same time, the conducted scientific analysis has shown that this approach cannot
fully reflect the current realities of the digital legal environment. Contemporary legal studies
substantiate the conclusion that the electronic criminal case should be considered not only as a
digitalized version of traditional criminal case materials, but as an independent legal institution
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formed as a result of the digital transformation of criminal procedure. This constitutes the second
approach. From this perspective, the electronic criminal case does not merely represent a set of
digitized documents; rather, it is characterized as an integrated digital complex of procedural data
generated and managed within information systems. Such systems are becoming an important
element of the infrastructure of electronic justice and contribute to the formation of a new legal
model for managing information flows within criminal proceedings [13].

It should be noted that in Kazakhstani legal scholarship, the theoretical foundations of the
institution of proof in criminal proceedings have been studied to a considerable extent. In
particular, the works of E.V. Mitskaya, B.E. Imashev, and S.T. Nurgaliyev provide a
comprehensive analysis of the legal nature of evidence, the specific features of its formation, and
the mechanisms for evaluating evidence [14-16]. At the same time, the conducted analysis shows
that in domestic legal science, issues related to the legal nature of the institution of the electronic
criminal case, its structural characteristics, and its relationship with the system of digital evidence
have not yet been sufficiently studied. In this regard, the scientific clarification of the theoretical
and legal foundations of the institution of the electronic criminal case under conditions of the
digital transformation of criminal procedure represents one of the pressing tasks of legal science.

In the practice of Kazakhstan, the digitalization of criminal proceedings is associated with
the introduction of the Unified Register of Pre-Trial Investigations (URPTI). This system ensures
the registration of criminal offenses, the recording of procedural actions, and the maintenance of
case materials in electronic form. However, the conducted legal analysis has revealed certain
normative inconsistencies between the practice of electronic proceedings and current criminal
procedural legislation.

For example, according to Article 199 of the Criminal Procedure Code of the Republic of
Kazakhstan, the results of investigative actions must be documented in the form of a protocol.
According to the traditional legal understanding, such protocols are formalized in the form of paper
documents. In practice, however, many procedural documents are generated in electronic form
within the URPTI system. This clearly demonstrates the existence of certain legal gaps concerning
the legal status of electronic procedural documents.

During the research, another important issue was identified—the evidentiary status of
electronic data. Although Article 111 of the Criminal Procedure Code of the Republic of
Kazakhstan establishes the general concept of evidence, the legal status of digital records
generated within information systems is not specifically regulated. As a result, electronic data may
in some cases be considered documentary evidence, while in other cases they may be treated
merely as an additional source of information.

One of the frequently encountered examples in law enforcement practice concerning the
evidentiary status of electronic data is correspondence carried out through electronic
communication tools. In particular, messages sent via messengers such as WhatsApp or Telegram
may be used as an important source of information when establishing the circumstances of a
criminal offense [17-18]. However, when such electronic messages are used as evidence, certain
difficulties arise in legal practice, including the verification of their authenticity, the identification
of the person who sent the message, and the assurance that the information has not been altered.

Another example related to the evidentiary significance of electronic data is the geolocation
data generated by mobile communication operators. Such information makes it possible to
determine the location of a particular individual during a specific period of time. It may in certain
cases be used to establish the place and time of the commission of a crime. In addition, during the
investigation of economic or fraud-related offenses, electronic logs of banking transactions may
also serve as an important source of evidentiary information.

These examples clearly demonstrate the growing role of electronic data within criminal
proceedings. At the same time, they indicate the necessity of clearly regulating issues related to
the authenticity, integrity, and lawful acquisition of such data when they are used as evidence. In
this regard, clarifying the legal status of digital evidence and establishing the procedure for its
evaluation at the level of criminal procedural legislation constitutes one of the key conditions for
the effective functioning of the electronic criminal case system.
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In addition, the results of the conducted study demonstrate that the protection of personal
data represents an issue of particular legal significance within the system of electronic criminal
proceedings, [19]. Under conditions of the digitalization of criminal procedure, a significant
portion of the data accumulated and stored in information systems contains information related to
the private life of participants in criminal proceedings. Such data include personal identification
information, contact details, electronic communications, as well as various digital traces generated
within different information systems.

In this regard, under conditions of electronic criminal proceedings, the relationship
between the procedural interests of investigative authorities and the constitutional guarantees
related to the inviolability of private life and the protection of personal data becomes one of the
particularly pressing issues. This situation requires the clear legal regulation of the procedures for
collecting, storing, and using data within criminal proceedings, as well as the development of
effective legal mechanisms for ensuring information security and the protection of personal data.

Turning to the directions for improving the criminal procedural legislation of the Republic
of Kazakhstan, it is proposed to introduce the following conceptual amendments to the Criminal
Procedure Code of the Republic of Kazakhstan (hereinafter - the CPC RK).

1. Formation of the institutional and conceptual framework

To legitimize the digital form of criminal proceedings, it is necessary to supplement Article
7 of the CPC RK with a new provision of the following content:

"Electronic criminal case — an integrated set of procedural documents and digital evidence
generated, stored, and processed in digital form within an information system, ensuring the
legality, transparency, and accessibility of criminal proceedings.”

The introduction of this norm would grant an independent legal status to case materials in
electronic form and eliminate the perception of such materials as merely technical copies of
traditional paper-based documents.

2. Modernization of the theoretical foundations of the law of evidence

Taking into account the growing significance of digital traces, it is proposed to supplement
Article 111 of the CPC RK with a new paragraph 3 formulated as follows:

"Digital data confirmed as authentic and integral through technical means (including
electronic messages, correspondence in messengers, geolocation data, multimedia files, and logs
of information systems) shall be recognized as evidence in criminal proceedings."

This amendment is aimed at consolidating the evidentiary significance of digital data at the
legislative level and eliminating gaps existing in law enforcement practice.

3. Unification of the form of procedural documentation

To resolve the legal contradiction between paper-based and electronic document
circulation, it is important to introduce the following amendment to Article 199 of the CPC RK:

"The protocol of an investigative action may be drawn up either in paper form or in
electronic form certified by an electronic digital signature. Both forms shall have equal legal
force.”

This amendment ensures the procedural autonomy of documents generated within the
Unified Register of Pre-Trial Investigations (URPTI).

4. Implementation of the principle of adversarial proceedings in criminal procedure

To ensure the “digital equality” of the parties (equality of arms), it is proposed to
supplement Article 70 of the CPC RK with the following provision:

"The defense shall have the right to remotely access electronic criminal case materials
(except for information constituting state secrets) through relevant information systems (such as
the ‘Advocacy’ information system) and to obtain copies thereof."

This mechanism corresponds to international standards (including the experience of
Germany and Estonia) and expands the procedural capabilities of defense lawyers, thereby
strengthening the transparency of justice.

Thus, the proposed set of legislative amendments is aimed at adapting the criminal
procedural law of the Republic of Kazakhstan to digital realities, reducing procedural costs, and
strengthening guarantees for the protection of citizens’ constitutional rights.
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The conducted comparative analysis makes it possible to draw several important
conclusions for Kazakhstan. First, the effectiveness of electronic criminal proceedings is not
limited to the mere introduction of information systems; rather, it depends on the quality of legal
regulation and the observance of procedural safeguards. Second, ensuring the procedural rights of
the defense within the electronic case management system is of particular importance. Third,
clarifying the legal regime of digital evidence and ensuring data security constitute one of the key
conditions for the sustainable development of the institution of the electronic criminal case.

The results of the study demonstrate the necessity of improving legislation to ensure the
legal development of the institution of the electronic criminal case in the Republic of Kazakhstan.
In particular, it is important to clarify the legal status of electronic procedural documents, regulate
the procedures for the use of digital evidence, and define the legal regime of data stored in
information systems.

The results of the conducted comparative legal analysis are systematized and presented in

the table below.

Table 1 — Analytical Comparative Analysis

Criteria Kazakhstan Estonia Germany
Main digital Unified Register of Pre- e-Justice system, X- Elektronische
system Trial Investigations Road platform Strafakte (Electronic
(URPTI) Criminal File)
Digitalization | Digitalization of procedural | Digital-first principle Digital-first with
principle information registration preservation of
procedural
safeguards
Procedural Electronic and paper Mainly electronic Electronic
documents | formats used simultaneously format documents prevail
Data exchange Limited inter-agency Fully integrated data Electronic

integration exchange between interaction between
government courts, prosecutors,
institutions and the bar
Access for the | Access to electronic systems | Full digital access for | Lawyers’ access to
defense not fully developed lawyers electronic files
legally guaranteed
Main legal Legal status of electronic Data security Preservation of
issue evidence and procedural procedural
documents safeguards

Note: Compiled based on sources [3], [4], [7], [11], [20].

The data presented in the table demonstrate different legal models of electronic criminal
proceedings. In Estonia, the digital governance system is based on a fully integrated infrastructure,
while in Germany, electronic proceedings have been introduced gradually with the preservation of
procedural safeguards. In Kazakhstan, the electronic proceedings system is mainly focused on the
function of informational registration. This situation indicates the need to further clarify the legal
status of the institution of the electronic criminal case within the national legal system.

The legal model of electronic criminal proceedings can also be characterized through
several interrelated elements. The results of the conducted study show that the structure of this
institution is based on the interaction of institutional, procedural, and technological components.
Such an approach makes it possible to form a conceptual model explaining the digital
transformation of criminal procedure.

First, the institutional element of electronic criminal proceedings includes the system of
interaction among the main subjects participating in criminal proceedings. This system includes
investigative bodies, the prosecution, the courts, and the institution of advocacy. These subjects
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interact with one another through electronic information systems in the process of generating,
processing, and using criminal case materials. Such a model accelerates the exchange of procedural
information and contributes to increased efficiency in criminal proceedings. International studies
emphasize that electronic justice systems optimize data exchange between law enforcement
agencies and contribute to the formation of new legal forms of procedural management.

Second, the procedural element of electronic criminal proceedings involves implementing
the main procedural components of criminal procedure in digital form. This element includes
electronic procedural documents, digital evidence, electronic protocols, and the automated
recording of procedural actions. As a result, criminal case materials are generated in electronic
form from the initial stage and stored in information systems. Such an approach indicates the
gradual transition from the traditional model of criminal proceedings based on paper document
circulation to a digital procedural model. Studies devoted to the role of digital evidence
demonstrate that the importance of electronic data in criminal proceedings is increasing and that
they are becoming an integral element of the evidentiary system [20].

Third, the technological element of electronic criminal proceedings includes information
tools designed for the processing and protection of procedural data. The main components of this
element include information systems, electronic signatures, cryptographic protection tools, and
data logging mechanisms. Such technologies make it possible to ensure the authenticity, integrity,
and security of procedural data. International practice demonstrates that the effectiveness of
electronic justice largely depends on the reliability of digital infrastructure and the development
of data security mechanisms [6. — 65].

In the Republic of Kazakhstan, the institutional foundation of the electronic criminal
proceedings system has been formed through the Unified Register of Pre-Trial Investigations
(URPTI). This system ensures the registration of information on criminal offenses, the recording
of procedural actions, and the maintenance of criminal case materials in electronic form. In
addition, the URPTI system facilitates the exchange of information between law enforcement
agencies and contributes to increasing the transparency of criminal proceedings. However, the
conducted analysis has shown that the electronic proceedings system in Kazakhstan has not yet
reached the level of a fully developed digital legal model. In particular, the legal status of electronic
procedural documents, the procedure for evaluating digital evidence, and the legal regime of data
stored in information systems are not fully regulated.

Comparative legal analysis has demonstrated that different institutional models of
electronic criminal proceedings exist. For example, in Estonia the digital governance system is
based on a fully integrated infrastructure, while in Germany electronic proceedings have been
introduced gradually with the preservation of procedural safeguards. In Singapore, the
digitalization of justice has been complemented by analytical digital tools and elements of artificial
intelligence within electronic case management systems. These experiences demonstrate that the
effectiveness of electronic criminal proceedings depends not only on technological modernization
but also on the quality of legal regulation and institutional coherence.

Overall, the conducted research shows that the institution of the electronic criminal case
represents a new organizational and legal model formed as a result of the digital transformation of
criminal procedure. This model transforms the institutional structure of criminal proceedings, the
mechanisms of proof, and the methods of managing procedural information. In this regard, the
further development of electronic criminal proceedings in the Republic of Kazakhstan is closely
linked to the improvement of criminal procedural legislation, the clarification of the legal regime
of digital evidence, and the development of effective mechanisms for ensuring data security.

The conducted study has demonstrated that the digitalization of criminal proceedings leads
to the formation of new institutional structures within the legal system. Among these, one of the
phenomena requiring particular attention is the institution of the electronic criminal case. The
results of the research prove that it is insufficient to consider the electronic criminal case merely
as a digital copy of traditional criminal case materials. On the contrary, it represents a new
organizational and legal model of criminal proceedings based on an integrated complex of
procedural data generated and managed within information systems.
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During the research, the main institutional, procedural, and technological elements of
electronic criminal proceedings were identified, and their interrelation was analyzed. The
comparative legal analysis has shown that the experience of countries such as Estonia, Germany,
and Singapore demonstrates that the effectiveness of electronic case management systems directly
depends on the level of legal regulation, data security, and the preservation of procedural
safeguards. Although the Unified Register of Pre-Trial Investigations introduced in the Republic
of Kazakhstan represents an important stage in the digitalization of criminal proceedings, the legal
architecture of electronic proceedings is still in the process of formation.

In this regard, the results of the study indicate the necessity of further improving the
criminal procedural legislation of the Republic of Kazakhstan. In particular, one of the important
directions is the legislative clarification of the concept of the electronic criminal case, the
determination of the legal status of digital evidence, and the regulation of the legal force of
electronic procedural documents. In addition, strengthening guarantees for the protection of
personal data and information security constitutes one of the key conditions for the sustainable
development of the electronic criminal proceedings system.

In general, the formation of the institution of the electronic criminal case represents an
important stage in the digital transformation of criminal procedure. The further development of
this institution is closely linked not only to the improvement of legal regulation but also to the
effective integration of digital technologies into the legal system. Future research may focus on
examining the possibilities of applying artificial intelligence technologies within the system of
electronic criminal proceedings, the development of international standards for digital evidence,
and the advancement of the legal architecture of electronic justice.

In this regard, several important legal measures should be implemented to develop the
institution of the electronic criminal case in the Republic of Kazakhstan. First, it is necessary to
clarify the concept of the “electronic criminal case” at the level of criminal procedural legislation.
Second, it is important to regulate, at the legislative level, the legal status of digital evidence and
the procedures for its evaluation. Third, it is necessary to clarify the legal force of electronic
procedural documents and the procedures for their storage within information systems. These
measures would make it possible to improve the effectiveness of legal regulation under conditions
of the digital transformation of criminal proceedings.

Conclusion.

The results of the conducted comprehensive research substantiate the necessity of
recognizing the institution of the “electronic criminal case” not merely as a tool of technical
modernization but as a new organizational and legal model of criminal justice under conditions of
the digital transformation of criminal procedure. In this regard, the following legislative proposals
have been formulated to elevate the system of electronic criminal proceedings in the Republic of
Kazakhstan to a fully institutional level and to enhance its procedural efficiency.

Legitimization of the institutional and conceptual framework: It is proposed to introduce
the concept of the “electronic criminal case” into Article 7 of the Criminal Procedure Code of the
Republic of Kazakhstan to define its independent legal status. This would provide a theoretical
justification for the legality of case materials generated in digital form and would allow the
practical establishment of their legal priority over the traditional paper format (Digital-first
principle).

Adaptation of the evidentiary system to digital reality: It is necessary to introduce
amendments to Articles 111 and 113 of the CPC RK to legally recognize “digital data” (including
correspondence in messengers, geolocation data, blockchain transactions, etc.) as an independent
type of evidence. In this regard, it is important to regulate specific procedural safeguards ensuring
the authenticity, integrity, and immutability of electronic information.

Unification of the form of procedural documents: By improving the provisions of Article
199 of the CPC RK, it is necessary to legally establish the equal legal force of electronic protocols
and procedural decisions certified by an electronic digital signature with their paper equivalents.
Such a step would legally ensure the transition of criminal proceedings from a “hybrid format” to
a fully digital procedural model.
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Strengthening the principle of “digital equality” of the parties: To preserve the adversarial
principle of criminal procedure, it is proposed to establish legislative mechanisms ensuring remote
and unobstructed access of the defense (lawyers) to electronic criminal case materials. This
represents an important condition for the implementation of procedural equality guarantees within
the digital environment.

In conclusion, the proposed legislative measures would make it possible to form the legal
architecture of electronic criminal proceedings, enhance the accessibility of justice, and bring the
protection of the constitutional rights of participants in criminal proceedings to a new digital level.
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TPAHCOOPMAIMSA YT'OJIOBHOT'O ITPOIECCA B YCJIOBUSIX IMOPOBU3AILINN:
IMPABOBASI INTIPUPOJA UHCTUTYTA «9JIEKTPOHHOI'O YI'OJIOBHOI'O AEJIA»

AHHOTAIUSA
B COBpeMEHHBIX YCIOBHSX CTPEMHTENbHAS IU(PPOBH3ANMSA OOIIECCTBCHHBIX OTHOIICHUH TPHBOAUT K
CTPYKTYPHOH U ()YHKITMOHAIEHON TPaHC(OPMAIIUH IMPABOBBIX CHCTEM, B TOM YHUCIIE YTOJIOBHOTO CYIOIIPOU3BOJICTBA.
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B mocnename romel BO MHOTHX TOCyJapcTBax HaONIomaeTcs Iepexol OT TPaAWIMOHHOW OyMakHOH (HopMbI
YTOJIOBHOTO CYIOIIPOHM3BO/ICTBA K 3JIEKTPOHHOH (opMme. B 3T0it cBsi3n (opMupoBaHue WHCTUTYTA «3JIEKTPOHHOTO
YTOJIOBHOTO Jieflay CTajo OZHUM U3 (akTopoB (OpMUpOBaHMS IHU(POBOA IMPaBOBOH MapaJurMbl YTrOJIOBHOTO
nporecca. Llenp uccnenoBanus 3aKI04aeTCs B aHaIM3€ IPaBOBOW MPUPOJIBI MHCTUTYTA AIIEKTPOHHOIO YrOJIOBHOTO
Jie7a B YCIOBHSIX IU(POBU3AIMK YTOJIOBHOTO IIPOLIECCa W ONPENEIICHUH €ro pold B CHUCTEME YrOJOBHOTO
CyIONpOM3BOACTBA. B Xome wHccinenoBaHMs  WCIONB30BAaHBl  JTUAJIEKTHUECKUM, CHUCTEMHO-CTPYKTYPHBIi,
CPaBHHUTEIHHO-TTPABOBOH (KOMIAPATUBUCTCKUN) U aHATUTHYECKUI METOIBI.

B pesynbraTe uccnenoBaHUS OIpEENeHbl OCHOBHBIE INPABOBBIE MPHU3HAKHU AJIEKTPOHHOI'O YrOJOBHOIO
CyJIOIIPOM3BOJICTBA M BBISIBIICHBI €r0 OTJINYHUS OT TPAIUIMOHHOH (hOpMBI YroloBHOTO Tporecca. [Ipoananu3supoBaHb
0COOCHHOCTH (OPMUPOBAHUS AJIEKTPOHHBIX IIPOIECCYaNbHBIX JOKYMEHTOB, IIPaBOBOW cTaTyc IH(POBBIX
JIOKa3aTeNbCTB U Crienn(HKa MPOIecCyalbHbIX IEHCTBUH, OCYIIECTBIIEMbBIX C UCTIONB30BaHNEM MH()OPMAIIMOHHBIX
cucreM. Pe3yibraThl McclieoBaHus CBHIETENBCTBYIOT O TOM, YTO AJIEKTPOHHOE YTOJIOBHOE JIe7I0 (hOpMHUpPYETCs KakK
CaMOCTOATENBHBIN HHCTUTYIIMOHAIBHBIN 3JIEMEHT COBPEMEHHOI 0 YTOJIOBHOI'O TIpolecca.

Hayunast HOBW3HA WHCCIEOBaHMS 3aKIIOYaeTCs B TEOPETHUECKOM OOOCHOBAaHHMH IPABOBOM MPUPOJIBI
WHCTUTYTa «3JIEKTPOHHOT'O YTOJIOBHOI'O JIeNIa» B YCIOBHSX IM(POBOH TpaHc(hOpMayy yroJOBHOTO mpolecca, a
TaKke B pa3paboTke NpeIOKEHHH IO COBEPLICHCTBOBAHMIO YrOJOBHO-NPOIECCYATILHOIO 3aKOHOIATENhCTBA
Pecrryonuku Kaszaxcran ¢ ydetoM MexayHapoAHoro ombita. [lomydeHHBIE pe3ynbTaThl UMEIOT TEOPETHYECKOE U
MPaKTHYEeCKOe 3HAuYeHWe Uil JajbHeimeld uupoBoil TpaHcopManuy YroJloBHOTO CyJONPOW3BOACTBA U
COBEPILIEHCTBOBAHMS ITPABOBOI'O PEr'YIMPOBAHUS 3JIEKTPOHHOI'O YrOJIOBHOI'O MPOU3BOJCTBA.

KnroueBble ciioBa: yrojioBHBIN Ipolnecc, HHU(GPOBH3ALMS, 3JEKTPOHHOE YrOJIOBHOE N0, LU(POBHIC
JIOKa3aTeNnbCTBA, 3aIIMTa IEPCOHABHBIX JaHHBIX, THPOpMaIMOHHAsE 6€30MaCHOCTh, MEX/yHaPOIHBIH OIIBIT.

MUPPIAHIABIPY H(AF)IAﬁBIH)IA KbIJIMBICTBIK ITPOLECTIH TPAHC®OPMAILIUSCBHI:
«JIEKTPOH/IBIK KbIJ/IMBICTBIK IC» HHCTUTYTBIHBIH KYKBIKTBIK TABUFATbI

Angarna

Kaszipri ke3enyie KOFaM/IbIK KaThIHACTap/IbIH KAPKBIHBI IIU(PIaHybl KYKBIKTBIK XKYHEIepAiH, COHBIH IIIIH/E
KbIJIMBICTBIK COT OHJIPICIHIH KYPBUIBIMIBIK OHE (YHKIMOHAJIBIK TpaHchopMalmsichiHa ajbi Keiyne. COHFbI
KBUIZIAPBI KONITETeH MEMIIEKETTep e KbIJIMBICTBIK ITPOIECTi JKYPIi3yIiH JASCTYpIi Kara3 (PopMachIHaH AJIEKTPOHIIBIK
¢dopmatka kemry ypaici Oaiikanazpl. OcbiFaH OaiaHBICTBI <«AJEKTPOHABIK KbUIMBICTHIK 1C» HWHCTHTYTHIHBIH
KaJIbIITaCybl KbUIMBICTBIK HPOLECTIH jKaHa HU(PIBIK KYKBIKTBIK MapaJurMachiHbIH Naiaa OonyblHa Heri3 OOJbI.
3eprreyiiH MakcaThl - KBUIMBICTBIK TIPOLECTIH LUQPIaHybl IKarAaWblHIA JIIEKTPOHIBIK KBUIMBICTBIK iC
WHCTUTYTBIHBIH KYKBIKTBIK TAOUFATHIH Tall/Iay JKOHE OHBIH KbUIMBICTBIK COT OHIIPICIHIET] POJIiH aHbIKTay. 3epTTey
0apbIChIHIA JNANIEKTUKANBIK, JKYHENiK-KYPbUIBIM/IBIK, CAJIBICTBIPMAJIbI-KYKBIKTBIK (KOMIIAPATHBUCTIK) JKOHE Tajaay
o/iicTepi KOJAaHbUIIbI.

3epTTey HOTHKECIH/IE DIIEKTPOHIBIK KBUIMBICTBIK 1C )KYPri3yIiH HEri3ri KYKbIKTBIK Oenriyiepi alKbIHAAMbIII,
OHBIH [I9CTYPJIi KBUIMBICTBIK 1C JKYpridy (opMachlHaH aiblpMalibuIbIKTapel Kepceriami. CoHbIMEH KaTap
ANEKTPOH/IBIK TPOLECTIK KYXKATTapAbIH KaJbINTACybl, HU(PIBIK JdNENIeMeNepiH KYKbIKTHIK MopTeOeci KoHe
aKNapaTThlK JKyHelep apKbUIbl JKYPTI3UIETIH MPOLECTIK OpEeKeTTep/iH epeKIIeTiKTepl TalJaHibl. 3eprrey
ANEKTPOH/IBIK KBUIMBICTBIK 1C JKYPTi3yAiH KbUIMBICTBIK MPOIECTEri NepOec MHCTHTYIHMOHAIIBIK AJIEMEHT peTiHle
KaJIBINTACKIIN KeJle )KaTKaHBIH KOPCeTeIl.

3epTTeyaiH FBUIBIMU KAHAJIBIFbI «3JIEKTPOHABIK KBUIMBICTBIK 1C» MHCTUTYTBIHBIH KBUIMBICTBIK MPOLECTIH
uudpIblK TpaHCHOpPMALUSICHL KAaFNANHbIHIAFbl KYKBIKTBIK TaOWFATBIH TEOPUSUIBIK TYPFBIAAH HETi3Aeyde KOHE
XaJIbIKapaJIblK TKIpuOeHi eckepe oThIpbin KazakcraH PecrmyOnuKachIHBIH KbLUIMBICTBIK-MPOIECTIK 3aHHAMACHIH
KETIAipy OOHMBIHIA YCHIHBICTAP 93ipieyae KepiHemi. 3epTTey HOTIDKeNepi KBUIMBICTBHIK TPOIECTIH IU(PIaHybl
JKaFJafbIHIA KYKBIKTBIK DPETTEYHAl JKeTUIHIpyre J>KOHE OHJIEKTPOHABIK KBUIMBICTHIK i1C JKYPri3y MeXaHHU3MIEepiH
JIAMBITYFa TIPAKTUKAJBIK MaHbBI3Fa He.

Herisri ce3aep: KbUIMBICTBIK Mpoliecc, UU(PIAHABIPY, SJIEKTPOHIBIK KBUIMBICTHIK 1C, IUQPIBIK
JoIenaeMenep, aepoec JepeKTepai Kopray, aKmapaTThIK Kayilci3diK, XalbIKapallblK ToxXipuoe.
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