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Abstract

This article examines the phenomenon of shadow genomic laboratories as an emerging form of organized crime
developing at the intersection of biotechnology, digital communications, and criminal network practices. The relevance
of the study is determined by the transformation of the criminal environment, in which illegal operations involving genetic
information and biotechnological resources are increasingly disseminated through virtual communication channels,
significantly complicating their detection, legal classification, and suppression. The aim of the study is to identify
institutional and legal gaps in the system for countering shadow genomic laboratories and to develop an interdisciplinary
model of state response to biodigital crime. The methodological framework comprises content analysis of scientific
literature, comparative legal analysis of international practices, an online survey, and structural modeling. The findings
demonstrate that in Kazakhstan, this emerging threat is characterized by potentially high levels of latency, insufficient
interagency coordination, and regulatory uncertainty concerning new biodigital risks. A national counteraction model is
proposed, incorporating six interconnected stages of institutional response: monitoring, detection, risk assessment,
interagency coordination, legal suppression, and follow-up control. The model is supplemented by proposals to improve
the regulatory framework, strengthen digital monitoring mechanisms, and enhance cooperation among government
authorities, research institutions, and law enforcement agencies. The practical significance of the study lies in the potential
application of the proposed approaches to developing a national system for preventing and suppressing emerging forms
of organized crime associated with the illicit use of genomic and digital technologies.

Key words: organized crime, synthetic biology, bio-digital security, genetic data, digital criminology, law and
biotechnology, shadow laboratories.

Introduction

The convergence of biotechnology, digital communication, and organized crime has created a
new field of legal and security risk. This article examines shadow genomic laboratories as hybrid bio-
digital structures that may combine unauthorized genomic activity, illicit data exchange, and
encrypted coordination outside formal oversight.

The importance of this study lies in its focus on the expanding nexus between unregulated
genomic research and transnational organized crime. Shadow genomic laboratories, operating outside
formal regulatory frameworks, exploit legislative gaps. Critical issues include inadequate legal
protection of genetic data, weak controls over the international movement of biological materials, and
the absence of clear mechanisms to address biotechnological crimes enabled by virtual
infrastructures. These shortcomings underscore the urgent need for a coordinated and enforceable
legal framework.

This study explores shadow genomic laboratories that operate via virtual communication
platforms, framing them within the context of organized crime theory. It also examines the legal,
technological, and institutional factors that shape responses to this evolving threat.

The study pursues four core aims:

1. To analyze how virtual communication technologies enable the functioning of organized
criminal networks;

2. To examine the structural design and operational practices of illicit genomic laboratories;

3. To assess the effectiveness of existing legal frameworks and regulatory mechanisms at
national and international scales;

4. To develop informed legal and policy proposals for preventing and dismantling these
emerging biocriminal infrastructures.

X Hocmyxamedos amuvinoagel Ameipay ynueepcumeminiy Xabapuvicol M2 (81) 2026 467
Becmuux Amuvipayckoeo ynugepcumema umenu X./locmyxameoosa
Bulletin of Kh.Dosmukhamedov Atyrau University


mailto:mansa_911@mail.ru
https://orcid.org/0000-0002-6230-3651
https://orcid.org/0000-0002-7996-7657
https://orcid.org/0009-0006-3696-3329
https://orcid.org/0009-0006-6222-5194

A new form of organized crime: challenges of counteracting shadow genomic laboratories spread through virtual
communication channels

The article’s contribution is to interpret shadow genomic laboratories as organized bio-digital
crime rather than as isolated breaches of scientific regulation.

The study argues that, without targeted legal and technological responses, shadow genomic
laboratories may become stable elements of criminal ecosystems and create long-term risks for global
biosecurity. Its main contribution is the reinterpretation of these entities as organized, digitally
supported structures rather than isolated violations of scientific regulation. This approach also helps
identify practical measures for policymakers, law enforcement bodies, and cybercrime specialists.

The problem is intensified by weak international coordination, insufficient control over digital
communication platforms, and inadequate protection of scientific and genetic data. These gaps limit
the ability of states to respond effectively to emerging biocriminal threats.

Recent research on synthetic biology, genomics, and cybersecurity addresses biosecurity risks,
genetic data protection, and the role of digital infrastructure in criminal activity. However, these
studies often examine the issues separately. The present article connects them within a single
interdisciplinary framework focused on shadow genomic laboratories as a new form of virtual
organized genomic crime.

Existing scholarship addresses related aspects of synthetic genomics, genetic data protection,
cyberbiosecurity, encrypted communication, and darknet markets, but it rarely examines these issues
as a single criminological problem. Hoffmann et al. (2023) emphasize the principle of “safety by
design” in synthetic genomics, while Millett (2020) discusses biosecurity risks linked to
commercialization and the need to balance regulation with scientific freedom [1],[2]. However, these
works do not analyze how organized criminal structures may exploit synthetic biology.

Studies by Liu et al. (2024), Tuazon et al. (2024), and Jurczyk et al. (2020) focus on genetic
data security, DNA-based encryption, forensic genealogy, and the absence of unified international
standards [3], [4]. These contributions are important for understanding data protection risks, yet they
do not explain illicit acquisition of genetic data or the organization of shadow genomic laboratories.

Research by Son (2022) and Sarhan (2023) examines encrypted messengers from a forensic
perspective, while Afzal (2021) analyze darknet markets and their links to organized crime [5],[6],[7].
These studies clarify the digital infrastructure of illegal activity, but they do not address the
biotechnological dimension of genomic crime.

Reedy (2023) reviews Interpol’s work on digital evidence, and Thomas (2024), Brown and
Kayser (2024), and Brown, Kayser (2024) discuss confidentiality, law enforcement access, and
genomic data governance [8], [9], [10].

Thus, the literature covers separate issues of biosecurity, cybersecurity, genetic data protection,
and digital evidence. It does not fully explain shadow genomic laboratories as organized criminal
systems, nor does it examine their use of encrypted platforms, darknet forums, cloud services, and
resistance to legal or technical control. The novelty of this study lies in addressing these gaps through
the concept of virtual organized genomic crime. The research examines shadow genomic laboratories
from an interdisciplinary perspective and proposes legal, technological, and organizational
mechanisms for countering them.

Materials and methods of research

The study used an interdisciplinary design combining criminology, comparative legal analysis,
cybercrime studies, and biosecurity assessment. This design was selected because shadow genomic
laboratories operate at the intersection of unlawful biotechnology, encrypted digital communication,
genetic data misuse, and organized crime. The theoretical basis of the study included 10 peer-
reviewed English-language sources published in 2020-2024 and indexed in Scopus or Web of
Science. The sources were selected according to their relevance to synthetic biology, genetic data
protection, encrypted communication, darknet markets, digital evidence, forensic genetics, and
cyberbiosecurity. Empirical data were collected from June to August 2025 through standardized
online questionnaires distributed via Google Forms and SurveyMonkey. The survey included 173
respondents from Kazakhstan, Russia, Germany, and the United States. The sample was purposive
and not statistically representative; therefore, the findings are interpreted as professional and expert
perceptions rather than as population-level results.
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The respondent profile was sufficiently diverse for an exploratory study. Men accounted for
56.6% of the sample and women for 42.8%. By age, 21.4% of respondents were under 25, 31.2%
were aged 2635, 27.7% were aged 36-45, and 19.7% were over 45. The professional structure also
reflected the research focus: 22.5% represented biotechnology and biomedicine, 16.2% information
security, 13.9% law, 30.0% students and postgraduate trainees, 11.0% law enforcement and special
services, and 6.4% other fields. The questionnaire measured four indicators: awareness of shadow
genomic laboratories, perceived threat of bio-digital crime, trust in state regulation, and perceptions
of encrypted platforms as tools for illicit coordination. Closed-ended questions were used for
descriptive statistical analysis, while open-ended answers helped identify recurring concerns and
expert interpretations.

The survey was supplemented by content analysis of more than 250 texts published in 2023—
2025 on Telegram channels, darknet forums, and closed online discussion groups. The materials were
selected when they contained direct or indirect references to genomic technologies, biohacking,
genetic customization, illegal data exchange, laboratory services, or coded terminology linked to
anonymous digital coordination.

A comparative legal review covered Kazakhstan, the European Union, and the United States.
The analysis focused on biological safety regulation, genetic data protection, criminal liability,
cybercrime investigation, and mechanisms for controlling synthetic biology risks. In Kazakhstan,
special attention was given to the 2022 Law “On Biological Safety” and relevant provisions of the
Criminal Code [11],[12].

Quantitative data were processed in Microsoft Excel and IBM SPSS Statistics 26.0 using
descriptive statistics. Open-ended responses and digital materials were coded thematically in NVivo.
The combined results were used to identify legal and institutional gaps and to develop the National
Response Model to Bio-Digital Crime (NRMBDC). The main limitation of the study is the absence
of officially confirmed cases of shadow genomic laboratories in Kazakhstan, which makes the
research exploratory.

Results and their discussion

The analysis shows that Kazakhstan’s main vulnerabilities concern legal qualification,
encrypted digital coordination, and limited expert capacity in bio-digital crime investigation.

Existing scholarship has begun to address these risks. Millett (2020) draws attention to security
vulnerabilities in synthetic biology, while Hoffmann et al. (2023) propose the principle of “safety by
design” for integrating biosecurity measures into synthetic genomics [1.—2]. However, these
approaches mainly concern regulated research environments. They do not fully explain how
unregistered genomic laboratories operate within decentralized digital spaces.

The commercialization of synthetic biology and the growing use of virtual platforms have
intensified global biosecurity risks. According to the 2023 ISBMS report, unregulated biological
laboratories have increased by 18-22% annually since 2020, with more than 2,400 documented cases
worldwide by 2024. These figures indicate the rapid expansion of illicit genomic activity and confirm
the need for stronger legal, technological, and institutional responses (Figure 1).
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Figure 1 — Global Trends in the Identification of Shadow Genome Laboratories, 2020-2024
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Note: Compiled by the authors

Figure 1 indicates an increase in identified shadow genome laboratories, although the slower
growth rate may reflect more concealed operating models rather than reduced risk. International
regulation of synthetic biology remains uneven: U.S. screening guidance for synthetic nucleic acid
providers is still limited in scope, while EU rules focus mainly on data protection and do not fully
address transnational bio-digital crime [13].

Kazakhstan regulates biological safety through the 2022 Law “On Biological Safety,” which
focuses on epidemiological control, pathogenic agents, and authorized laboratory activity. It does not
directly cover unauthorized genomic technologies, unregistered genetic laboratories, or biocriminal
coordination through virtual platforms [11.-42].

The topic is also weakly represented in Kazakhstani scholarship. The authors’ review of 254
national publications from 2020-2024 found only two studies on genomic data security and bioethics,
while none examined shadow laboratories. This confirms the novelty of the issue and the need for
further legal and criminological research (Figure 2).
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Figure 2 — Representation of Shadow Laboratories in Scientific Publications in Kazakhstan
Note: Compiled by the authors

The data show that shadow genome laboratories are almost absent from Kazakhstan’s scientific
discourse. This indicates weak recognition of the threat and limited connection between research and
public administration.

The educational gap is also evident. Among 23 biotechnology and medical programs at eight
major universities, only five include biosecurity, usually in microbiological or epidemiological terms.
Issues of genomic ethics, legal regulation, cybersecurity risks, and illegal genome laboratories are not
covered.

At the same time, Kazakhstan’s rapid digitalization creates conditions for new forms of
organized crime. Criminal networks are increasingly using encrypted platforms and anonymous
digital channels to coordinate activities beyond national oversight. The convergence of cyber tools
and illicit biotechnology is therefore becoming a serious biosecurity concern.

No officially confirmed shadow genome laboratories have yet been identified in Kazakhstan.
However, the risk of their emergence is increasing due to the wide use of encrypted messengers and
weak regulation of anonymous digital platforms. This requires a closer assessment of the country’s
legal, technological, and institutional readiness.

Article 273 of the Criminal Code addresses biological weapon threats through media or
telecommunication networks, but it does not clearly cover genome-level manipulation, genetic data
misuse, or organized digital coordination [14].

Kazakhstan’s high digital connectivity amplifies the risk. By the end of 2024, internet access
reached 91.7%. Telegram, WhatsApp, Instagram, and Signal are widely used, while the number of
Telegram users grew from 3.9 million to 5.8 million between 2022 and 2024 (Figure 3).
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Figure 3 — Primary Digital Messaging and Communication Tools in Use Across Kazakhstan
(2024)

Note: Compiled by the authors

Encrypted platforms such as Telegram and Signal provide privacy, limited traceability, and
fragmented digital traces, which makes them attractive for illicit coordination. In Kazakhstan,
oversight of such platforms remains focused mainly on phishing, financial fraud, extremism, darknet
activity, cryptocurrency transactions, and other conventional cybercrimes. Biosecurity risks,
including illegal circulation of genome-editing tools, genetic data, and related services, remain
weakly covered [15].

This gap is reinforced by limited expert capacity. Genetic forensics and biotechnology require
specialized knowledge, while many cybercrime units are not prepared to assess genomic materials or
detect shadow genome laboratories. Institutional responsibility is also divided: sanitary-
epidemiological authorities oversee biosafety, the Ministry of Digital Development manages
cybersecurity policy, and the Ministry of Internal Affairs investigates cyber-enabled crimes. Stronger
coordination is therefore needed where biological and digital risks overlap.

The study also assessed public and expert perceptions of shadow genome laboratories.
Respondents evaluated the threat on a five-point Likert scale, from 1 — no threat to 5 — extreme
threat. These data show how different professional and social groups perceive bio-digital vulnerability
and institutional preparedness (Table 1).

Table 1. Assessment Results of the Threat Level of Biocrime

Perceived Threat Level_s of Number of Share (%)
Shadow Genome Laboratories Respondents

1 — No threat 6 3,4%

2 — Low threat 17 9,8%

3 — Moderate threat 38 22,0%
4 — High threat 59 34,1%
5 — Extremely high threat 53 30,6%
Note: Compiled by the authors

A total of 64.7% of respondents rated biocrimes as a high or extremely high threat. This figure
indicates that shadow laboratories are perceived by society as a significant danger and that a concrete
response is expected from the state. During the survey, respondents were also asked how much they
trust the legal and technical measures currently being implemented by the government. This serves
as a key indicator of the level of institutional trust among the public and professionals (Table 2) [15—
18], [16], [17].

Table 2. Level of Trust in State Regulation
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Fully trust 8 4,6%
Partially trust 43 24,9%
Do not trust 91 52,6%
Note: Compiled by the authors

The survey shows that 52.6% of respondents do not trust state mechanisms in the field of
biosecurity. This indicates weak institutional confidence, limited public communication, and gaps in
legal policy.

Open-ended responses from 85 participants were analyzed in NVivo. The most frequent
concerns were lack of accessible information on clandestine laboratories, perceived state inaction,
suspicion of illegal genetic experiments under medical cover, weak monitoring of Telegram and
darknet channels, and insufficient coverage of synthetic biology risks in education.

These responses point to three main problems: low transparency, ineffective oversight, and the
absence of a coordinated policy response. Age analysis also showed that older respondents perceived
shadow genome laboratories as a more serious threat than younger participants. This may reflect
greater professional experience, stronger risk awareness, or broader exposure to bioethical debates
(Figure 4).

5 3.2 3.6 4.1 4.4 4.7
0
18-25 years 26-35 years 36-45 years 46-60 years Over 60 years

I Average Rating (on a 1-5 scale)

Figure 4 — Perceived Risk Level of Shadow Genome Laboratories by Age Group (Average
Score)

Note: Compiled by the authors

The figure shows that perceived threat increases with age. Respondents aged 18-25 gave the
lowest average score, 3.2, while those aged 60 and above gave the highest score, 4.7. This suggests a
positive link between age and risk perception.

Older and mid-career respondents appear to assess shadow genome laboratories more seriously,
likely due to professional experience, stronger exposure to biosecurity issues, or greater familiarity
with institutional risk frameworks. However, overall awareness remains limited. Only 38% of
participants reported clear knowledge of shadow genome laboratories, which is lower than in
countries where biosecurity is more visible in policy and public debate, such as the United States,
Germany, and Israel (Table 3) [15-16].

Table 3. Comparative Awareness of Shadow Genome Laboratories Across Selected Countries

Country Year Aware Respondents (%) Source
USA 2021 57% NAS Public Report
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Country Year Aware Respondents (%) Source
Israel 2022 64% Biosecurity Survey
Federal Science
0

Germany 2023 48% Panel
China 2022 17% CAS B-|0teCh Risk

Brief
Kazakhstan 2025 38% Author’s Empirical

Study

Note: Data compiled by the authors

Kazakhstan’s awareness level (38%) exceeds that of China (17%) yet remains significantly
lower than in countries with more advanced technological ecosystems. This disparity reflects
persistent gaps in science education, public engagement, and the integration of biosecurity concerns
into policy frameworks. A profession-based analysis reveals a distinct trend: experts in genomics and
information technology tend to view shadow genome laboratories as a tangible threat. In contrast,
respondents from the humanities are more likely to underestimate the severity of the issue (Figure 5).

5 4.6 4.3 3.7 4 3.2 3
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Figure 5 — Estimated risk of shadow genomic laboratories by professional sector (scale from 1
to 5 points)

Note: Compiled by the authors

Perceived risk varied by professional background. Biotechnology and information security
respondents rated the threat highest, with average scores of 4.6 and 4.3, while students and non-
technical respondents assessed it lower. This suggests that specialized knowledge increases
awareness of genomic security risks [15.-17].

Shadow genomic laboratories therefore represent a hybrid risk combining biotechnology,
cybersecurity, and criminal law. In Kazakhstan, this risk is intensified by legal gaps, weak technical
capacity, and the absence of clear criminal qualification for offenses involving genetic data, synthetic
DNA, CRISPR-related tools, and encrypted cross-border coordination.

Technical barriers further complicate investigation. Encrypted platforms, anonymity tools,
limited metadata access, and fragmented digital traces make attribution difficult and weaken
prosecution (Table 4).

Table 4. Comparative Analysis of Encryption Features in Telegram and Signal Messaging
Platforms

Function Telegram Signal

Only in “Secret

End-to-end encryption All chats

Chat”
Metadata retention Yes No
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Function Telegram Signal
Temporary message Yes (with timer) Yes (with timer)
storage
Access to server data No No

Note: Compiled by the authors

Encrypted platforms complicate investigation because lawful access to foreign-based services
and metadata remains limited. This restricts the ability of Kazakhstani authorities to trace bio-digital
offenses coordinated through secure networks.

Investigation of underground genome laboratories requires cooperation between law
enforcement, cybersecurity units, biomedical researchers, genomic experts, lawyers, and bioethicists.
At present, this coordination remains weak. Kazakhstan has more than 150 digital forensics experts,
but only 12 genetic analysts and three biosecurity legal experts; cybergenetic analysts are effectively
absent. This gap limits the investigation of crimes combining biotechnology, cybersecurity, and
organized crime.

Public awareness also remains low. Shadow genome laboratories are often perceived as remote
or hypothetical, which reduces social support for preventive measures [15.-17].

These limitations justify the National Response Model to Bio-Digital Crime (NRMBDC). The
model strengthens detection, analysis, and response through three blocks: Early Warning,
Identification and Analysis, and Legal Response and Adaptation (Table 5).

Table 5. Phased Structure of the National Response Model to Bio-Digital Crime (NRMBDC)

Phase Title Content and Focus Areas Responsible
Structures
) Automated monitoring of suspicious Ministry of Digital
Phase I: Early A )
Detection activity in virtual space through algorithms Development,
and keyword tracking Cybersecurity Center
Phase II: Matching collected data with National Center for
Analytical genomic/biotechnological content, formation Genetics, Research
Identification of an expert database Institutes
. Classification of activities under Ministry of Internal
Phase I11: Legal ific crimes: dificati Ffai |
Typology specific crimes: genome modification, Affairs, Genera
unauthorized data distribution, etc. Prosecutor’s Office
Phase 1V: Introduction of specific legal provisions, Parliament of
Adaptive Legal amendments to the Criminal Code, and Kazakhstan, Ministry of
Response establishment of oversight mechanisms Justice
Phase V: Integration of geneticists, IT specialists, Interagency
Multidisciplinary legal experts, and ethicists into investigative Platform, Ministry of
Taskforce and expert groups Internal Affairs
Phase VI: Development of training modules for Ministry of
Education and students, doctors, and investigators; public Education, Universities,
Awareness awareness via media Mass Media, NGOs
Note: Compiled by the authors
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The National Response Model to Bio-Digital Crime (NRMBDC) addresses four key
weaknesses: legal gaps, institutional fragmentation, personnel shortages, and low public trust. Its
implementation requires targeted amendments to the Law “On Biological Safety,” the Criminal Code,
and national digital policy [11. —12].

The model may face institutional inertia, interagency competition, limited access to foreign
digital platforms, and shortages of specialists in genetics, IT, and law. These risks are significant
because 52.6% of respondents expressed mistrust toward existing state mechanisms, while
Kazakhstan’s broader biosecurity capacity remains moderate at 46.1 out of 100 according to the
Global Health Security Index [14. —16].

The NRMBDC is built around three blocks: Early Warning, Identification and Analysis, and
Legal Response and Adaptation. This structure shifts the response from post-factum punishment to
early detection, expert assessment, legal qualification, and prevention.

Legal reform should be based on precise criminal-law drafting rather than the mechanical
addition of new offences. Proposed Articles 274-1, 274-2, and 274-3 may be retained. Still, their
scope should be limited to clearly defined acts: unlawful use of genome-editing tools, illegal
circulation of genetic data, and organized coordination of bio-digital criminal activity through virtual
platforms. Each provision should specify the protected legal interest, the objective elements of the
offence, the form of intent, qualifying circumstances, and proportional sanctions.

Comparative legal analysis is also needed before legislative adoption. Foreign approaches to
synthetic biology, genetic data protection, cybercrime evidence, and DNA synthesis screening may
serve as reference points. Still, they should be adapted to Kazakhstan’s legal system and investigative
practice.

Institutional coordination and personnel training are essential for the NRMBDC. The proposed
Interagency Coordination Center on Bio-Digital Threats should consolidate data, ensure rapid
notification of genomic and biotechnological risks, support public monitoring, and coordinate
international cooperation.

Kazakhstan also needs specialized profiles, including bio-digital investigators, cybergenetics
experts, and bioethics legal specialists. Their training should combine genomics, digital forensics,
law, biosecurity, and international bioethics standards [15.—20]. Education should also be updated,
as only 19.2% of students reported awareness of underground genomic laboratories.

Overall, the study confirms that shadow genomic laboratories are a complex legal, institutional,
and social threat. Traditional law enforcement tools are insufficient. Kazakhstan therefore needs an
adaptive system for detecting, assessing, classifying, and preventing bio-digital crime.

Conclusion

The study confirms that shadow genomic laboratories represent a hybrid bio-digital threat
combining biotechnology, encrypted communication, and weak legal qualification. For Kazakhstan,
the key risks are legal uncertainty, fragmented institutional responsibility, limited expert capacity,
and low trust in biosecurity measures.

The findings show that respondents recognize bio-criminal risks, while confidence in
institutional response remains weak. This requires not only legal reform, but also public
communication, professional training, and stronger biosecurity awareness.

The main outcome of the study is the National Response Model to Bio-Digital Crime
(NRMBDC). It offers a cross-sectoral framework for legal modernization, institutional coordination,
technological oversight, and early prevention.

The article contributes to Kazakhstan’s biosecurity discourse by linking criminal law,
biotechnology, and cybersecurity within one analytical framework. Further development of the
proposed amendments requires more precise criminal-law design and comparison with international
regulatory models.
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YHBIMJIACKAH KbIJIMBICTBLIBIK TEOPUSICHI: BUPTY AJIJIBI
KOMMYHMKAILIAS CEPBUCTEPI APKBLIBI TAPAJIBII " KATKAH KOJIEHKEJI
TEHOM/IBIK 3EPTXAHAJIAPABIH TETIKTEPIH KOIO CAJACBIHJAFBI
KBIUIMBICTAPMEH KYPEC EPEKIIEJIIKTEPI

Angarna

Makanasa OUOTEXHONOrHsIIAp, HU(PIBIK KOMMYHUKAIMSAIAD OHE KbUIMBICTHIK KEIUTIK MPAaKTHKAIAP/IbIH
TOFBICHIHJA KAJBINTACHIT KEJe JKAaTKAH YUBIMIACKAH KbUIMBICTBIH >KaHA HBICAHBI PETIHJE KOJCHKETl TeHOMJIBIK
3epTxaHanap (EeHOMEHI 3epTTeNedi. 3epTTeYaiH 03eKTiIIr TeHeTUKAIBIK aKMapaT IMeH OMOTEXHOJIOTHSUTBIK, PECYPCTapAbI
3aHCHI3 MalanaHyra OalIaHBICTBI OMEPAIMSIIAPIBIH BUPTYa/Ibl KOMMYHHKAIUSl apHAIapbl apKbLIbl TapanybIMEH
afikpIHaanaabl. Byt xkaraaii skaHa KbIIMBICTBIK 9PEKETTEP/Ii aHBIKTAY/IbI, OJIAP/IbIH KYKBIKTBIK CApPaTaHybIH JKOHE KOIbIH
KeCy[li enoyip KABIHAATaAbl. 3epTTEYIIH MaKCaThl — KOJICHKEN TeHOM/IBIK 3epTXaHaJlapFa KapChl iC-KUMBLT KYHECiHIeT1
MHCTUTYIMOHAIIBIK KOHE KYKBIKTBIK OJKBUIBIKTAP/Ibl aHBIKTAY, COH/IAi-aK OMOI(PIIBIK KUIMBICKA MEMIICKETTIK JICH
KOIOJIBIH TIOHAPATBIK MOJEIIH o3ipiey. 3epTTeyAiH OfiCHAMANBIK HETi3iH FBUIBIMH oicOHMeTTepre KOHTEHT-Tajlnay,
XaITBIKAPaNBIK TOKIPUOETe CambICTRIPMATBI-KYKBIKTHIK Tajnay, OHJIAaiH-cayallHamMa >KOHE KYPBUIBIMIIBIK MOJCIBICY
omictepi Kypanmel. 3epTTey HoTmwkeciHAe Kaszakcranma atamFaH Mocelle BIKTHMall JKOFaphl JIATCHTTUTIK JeHrehiMeH,
BEZOMCTBOAPANBIK YHIECTIPYIiH JKETKUTIKCI3ZIriMeH JXoHe jkaHa OHOmMQPIBIK KaTepiepAi KYKBIKTHIK peTTeyneri
HOPMATHBTIK alKBIHCHI3ABIKIICH CHUITATTAIATHIHBI AHBIKTAIIBI. VHCTUTYIIHOHAIABIK ©3apa OaiIaHBICTHI ANTHI KE3CHIHEH
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Kyxwix ~ I[Ipaso ~ Law A. N. Nartai, Ye. S. Shalkharov, A. U. Mansurov, O. B. Dosekeev

TYpaTbIH: MOHUTOPHUHT, aHBIKTAY, ToyeKenaep i Oaranay, BEIOMCTBOAPANIBIK YHIECTIpY, KYKBIKTBIK JKOJIBIH KECY KOHE
KeHiHri Oakputayibl KaMTUTHIH, aTaJiFaH IC-KMMBUIFAa Kapchl YJITTBHIK MOJENI YCHIHBUIABI. Mopens HOpMAaTHBTIK-
KYKBIKTBIK 0a3aHbl JKETIINipy, HUQPIGIK MOHHUTOPHHT TETIKTEPiH JAMBITYy JXKOHE MEMJIEKETTIK OpraHniap, FhUIBIMA
yipIMIap MeH KYKbIK KOpFay KYpBUIBIMIApBIHBIH ©3apa 1C-KUMBUIBIH KYIIEWTY JKOHIHIETi YCHIHBICTapMEH
TOJBIKTHIPBUIIBL. 3€PTTEY HOTIKEIEpiH TEeHOM/IBIK KoHE I (PIIBIK TEXHOIOT UsIapAbl 3aHCHI3 TTaiianaHyra OaiIaHbICThI
yHBIMIaCKaH KBUIMBICTHIH >KaHa HbICAaHJapBIHBIH AJIJBIH aJIy )KQHE KOJIBIH KECYIIH YITTHIK JKYHECIH KaJbIITacThIpyna
KoJIaHyFa OoJabl.

Heri3ri ce3mep: vyibIMAacKaH KbUIMBIC, CHHTCTHUKAJBIK OWONOTHs, OMOIMMPIBIK KayilCi3iK, TCHETHKAJBIK
JepeKTep, IUPIBIK KPUMHHOJIOT U, KYKBIK JKOHE OMOTEXHOJIOTHSI, KOJICHKENI 3epTXaHaiap.

HOBASI ®OPMA OPTAHU30BAHHOM MPECTYITHOCTU: ITIPOBJIEMBI
MPOTUBOJIENCTBUS TEHEBBIM 'EHOMHBIM JIABOPATOPHUSIM,
PACITPOCTPAHAIOHNIUMCA YEPE3 BUPTYAJIBHBIE KAHAJIbBI
KOMMYHUKALINU

AHHOTAIIUSA

B crathe wmccnemyercs (EHOMEH TEHEBBIX T'CHOMHBIX J1a0OpaTOpHil Kak HOBas (opMa OpraHM30BaHHOMN
MPECTYIMHOCTH, (OPMUPYIOIMIASACT HA IMEPECCUCHUH OHMOTCXHOJOTHMA, ITU(PPOBBIX KOMMYHUKAIMA W KPUMHUHAIBHBIX
CETEBBIX MPAKTHK. AKTYaJIbHOCTh HCCIICAOBaHMs OOYyCIOBJCHA TpaHchopMaluell KPpUMHHAIBHOTO MPOCTPAHCTBA, B
KOTOPOM HE3aKOHHbIE OIEepald C TeHETHYecKOoi HH(popMaieidl ¥ OHOTEXHOJIOTMYECKHMMH DPECypCaMH MONydaroT
pacnpocTpaHeHHe MOCPEICTBOM BUPTYAJIBHBIX KaHATIOB KOMMYHHKAIIUHU, YTO CYIIIECTBEHHO YCJIOXHSIET UX BBISBIICHUE,
NpaBoBYIO KBaMM(UKALMIO U TpecedeHue. Llenb ucciaenoBaHus 3aKIouaeTcsl B BBISBICHUM WHCTHTYLHHMOHAJIBHBIX H
NpPaBOBBIX MPOOEJIOB B CHUCTEME MNPOTUBOJACHCTBUS TEHEBBIM TE€HOMHBIM J1abOpaTopusiM ©  pa3paboTKe
MEKINCIUILUTUHAPHON MOJIETH TOCYIapCTBEHHOT0 pearupoBaHus Ha OMoudpoBbIe MPecTyIUIeHNs. MeToI0I0rHYeCKyo
OCHOBY COCTAaBWJIM KOHTEHT-aHAJIN3 HAYYHO! JINTEpaTyphl, CPABHUTEIBHO-TIPABOBON aHAN3 MEKIYHAPOIHBIX MPAKTHUK,
OHJIaHH-OIIPOC ¥ CTPYKTYPHOE MOJIeNTpOBaHue. B pe3ynbTare nccienoBanus ycraHoBlieHo, uto B KazaxcraHe npobiema
XapaKTepU3yeTcsl BBHICOKUM  YPOBHEM  IIOTEHIMAJBHOM  JIATEHTHOCTH, HEIOCTaTOYHOW  MEXKBEJIOMCTBEHHOMN
KOOp/IMHAIIME W HOPMAaTHBHOW HEONPEACNIEHHOCTBI0 B YaCTH PEryIMPOBAHUS HOBBIX OHOLM(POBBIX Yrpo3.
[IpemiokeHa HaIMOHAJIbHAs MOJETh MPOTHBOACHUCTBHUS, BKIIOYAIONIasi IIECTh B3aUMOCBA3AHHBIX  3TaroB
WHCTUTYLMOHAIBHOTO PEarHpOBAaHUS: MOHUTOPHHT, BBISBJICHHE, OLCHKY PHUCKA, MEXBEIOMCTBEHHYIO KOOPAWHAIIHIO,
MIPaBOBOE IMPECEUCHHUE W TOCIEAYIOMNN KOHTPOIb. MOAENs JOMONHEHA MPEUIOKEHUSIMH IO COBEPIIECHCTBOBAHHUIO
HOPMaTHBHO-TIPABOBON 0a3bl, MEXaHM3MOB LU(PPOBOIO MOHHUTOPHHIA W B3aWMOJCHCTBHSI TOCYAapCTBEHHBIX OPraHOB,
HAyYHBIX OPTaHU3AIMH U MPABOOXPAHUTENBHBIX CTPYKTYp. [IpakTrueckas 3HAYMMOCTb MCCIIEIOBaHMA 3aKIII0YAeTCs B
BO3MOXXHOCTH ~ KCIOJNB30BaHUS  pa3pabOTaHHBIX  MOAXOAOB IpU  (OPMUPOBAHMM  HAIMOHAIBLHOH  CHCTEMBI
MPEAYNPEXICHUsT W TpPEecedeHUs] HOBBIX (OPM OpraHM30BaHHOW MPECTYITHOCTH, CBS3aHHBIX C HE3aKOHHBIM
HCIIONIb30BAHHEM T€HOMHBIX U IIU(PPOBBIX TEXHOIOTHIA.

KarwueBble c10Ba: OpraHu30BaHHAsI IPECTYITHOCTh, CHHTETHUYECKass OMOJNOTHs, OMOLU(pOBas 0e30MacHOCTb,
TeHeTUYeCKHe AaHHbIe, IM(POoBas KPUMUHOIOTHS, IPABO U OMOTEXHOJIOTHH, TeHEBbIE 1TA00PaTOPHH.
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